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AUDIT AND ASSURANCE COMMITTEE 

Meeting date: 26 June 2019 

From: GROUP AUDIT MANAGER 

 
 

INTERNAL AUDIT ANNUAL REPORT 2018/19 

1.0 EXECUTIVE SUMMARY 

 

1.1 This report provides a summary of the outcomes of the work of Internal 
Audit for 2018/19 and includes the Head of Internal Audit’s opinion on 
the effectiveness of the Council’s arrangements for governance, risk 
management and internal control in accordance with the requirements 
of the Public Sector Internal Audit Standards (PSIAS).    

1.2 Key points are: 

 The annual opinion of the head of internal audit: based on the work 
undertaken by internal audit during 2018/19, the Group Audit 
Manager is able to provide reasonable assurance over the 
effectiveness of the Council’s arrangements for governance, risk 
management and internal control.  

 Overall, 65% of Risk Based Audits resulted in Reasonable or 
Substantial assurance, with 35% resulting in Partial or Limited 
assurance. This shows a slight improvement on 2017/18 outcomes 
where 59% received Reasonable or Substantial assurance.  

 The work of internal audit is considered to have provided an 
appropriate level of coverage across the Council to provide the 
opinion.  

 The Head of Internal Audit’s declaration of conformance with the 
mandatory PSIAS. 

 Safeguards have been put in place to mitigate any perceived threats 
to internal audit’s independence in the year to which this opinion 
relates. 

 Actions have been agreed in respect of individual audits.  
Summaries of the outcomes of all completed audits during the year 
are included at Appendix 1 (details of those shaded in grey have 
previously been reported to the Audit & Assurance Committee).  
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2.0 STRATEGIC PLANNING AND EQUALITY IMPLICATIONS 

2.1 Internal Audit’s work is designed to provide assurance to management 
and members that effective systems of governance, risk management 
and internal control are in place in support of the delivery of Council 
Plan priorities.   

2.2 The Audit Plan aims to deliver a programme of internal audit reviews 
designed to target the areas of highest risk as identified through the 
corporate risk register together with management and internal audit 
view of key risk areas. 

2.3 The Accounts and Audit Regulations (2015) require the Council to 
undertake an effective internal audit to evaluate the effectiveness of its 
risk management, control and governance processes, taking into 
account public sector internal auditing standards or guidance. These 
standards are the Public Sector Internal Audit Standards (PSIAS) and 
the Local Government Application Note (LGAN) to the Standards. 

2.4 Regular reporting to Audit and Assurance Committee enables 
emerging issues to be identified during the year. 

3.0 RECOMMENDATION 

3.1 Members are asked to note:  

a) The progress in delivering the 2018/19 audit plan and the outcomes of 
completed audits set out at Appendix 1. 

b) The Head of Internal Audit’s opinion of reasonable assurance over the 
adequacy and effectiveness of the Council’s arrangements for 
governance, risk management and internal control for the year ended 
31 March 2019. 

c) The Head of Internal Audit’s declaration of conformance with the 
mandatory PSIAS. 

d) The Head of Internal Audit’s declaration of safeguards put in place to 
protect Internal Audit’s independence as required by the PSIAS. 

e) The results of the Quality Assurance and Improvement Programme. 

4.0 BACKGROUND 

4.1 All local authorities must make proper provision for internal audit in line with 
the 1972 Local Government Act. The Accounts and Audit Regulations 2015 
require the Council to undertake an effective internal audit to evaluate the 
effectiveness of its risk management, control and governance processes, 
taking into account public sector internal auditing standards or guidance.  
These standards are the Public Sector Internal Audit Standards (PSIAS) and 
the Local Government Application Note (LGAN) to the Standards.   
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4.2 Internal Audit is responsible for providing independent assurance to the 
Council’s senior management and to the Audit and Assurance Committee on 
the systems of governance, risk management and internal control. 

4.3 It is management’s responsibility to establish and maintain internal control 
systems and to ensure that resources are properly applied, risks 
appropriately managed and that outcomes are achieved. Management is 
responsible for the system of internal control and should set in place policies, 
procedures and checks to ensure that controls are operating effectively.  

4.4 The internal audit plan for 2018/19 was prepared using a risk-based 
approach and following consultation with senior management to ensure that 
internal audit coverage is focused on the areas of highest risk to the Council.  
The plan has been prepared to allow the production of the annual internal 
audit opinion as required by the PSIAS. 

4.5 This report provides an update on the work of internal audit up to 31 May 
2019 and includes a summary of the outcomes of audit reviews completed in 
the period. This includes work carried forward from the 2017/18 audit plan. 

Annual Opinion of the Head of Internal Audit on the Council’s Arrangements 
for Governance, Risk Management and Internal Control 

4.6 The purpose of this report is to give my opinion as the Head of Internal Audit 
for Cumbria County Council on the adequacy and effectiveness of the 
Council’s systems of governance, risk management and internal control 
based on the work undertaken by Internal Audit for the year ended 31 March 
2019. This annual opinion from the designated Head of Internal Audit is a 
requirement of the PSIAS which states that the “chief audit executive must 
deliver an annual internal audit opinion and report that can be used by the 
organisation to inform its governance statement.” 

4.7 In giving this opinion, it should be noted that assurance can never be 
absolute and it is not possible to give complete assurance. My opinion is 
based on the work undertaken by Internal Audit during the year, including 
the outcomes of follow up work. 

Risk Management 

4.8 The Council’s ‘Risk Management Policy’ was approved by the Corporate 
Governance Group in September 2016, and sits alongside the Council’s 
Performance and Risk Management Framework to provide links between 
strategic planning and service delivery, including the effective management 
of risks and opportunities that could impact on corporate or service delivery. 
The Policy sets out the aim, objectives, scope, principles, roles, 
responsibilities and delivery mechanism for Risk Management across the 
Council.   

4.9 A new Risk Owners Group (ROG) was established in August 2018 with the 
aim of challenging and approving the quarterly corporate risk register before 
presenting to CMT as well as embedding corporate and operational risk 
management standards of practise across all Directorates and business 
processes. 
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4.10 Corporate risks are reviewed on a quarterly basis by the Risk Owners, Risk 
Owners Group, Directorate Management Teams (DMTs), Corporate 
Management Team (CMT), the leader and deputy leader and the Audit and 
Assurance Committee.  

4.11 The new corporate risk template was introduced in Quarter 1 of 2018/19 to 
provide more specific detail around current controls and measures as well as 
looking ahead to further improvements to controls and measures against 
each risk cause. Historically the risk registers were looking back to the last 
quarter and this new template was in response for them to be more forward 
looking hence the section on planned improvements to controls over the next 
quarter. This is an improvement on the previous format and will continue to 
be refined. 

4.12 The Council has continued its work on improving operational risk 
management in various areas such as project management and contract 
management. It has also worked to ensure risk management methodology is 
used on specific programmes such as GDPR implementation and Brexit no-
deal planning.  

4.13 Our work during the year has identified a mixed picture on operational risk 
management across the Council. The key areas for improvement include 
ensuring that operational risk registers are reviewed quarterly and that 
evidence of this is clearly documented. 

4.14 Training has previously been provided on risk management in a range of 
forms from e-learning to specific workshops as part of project management 
training. The Council will incorporate risk management training into the 
Performance Risk Management Framework (PRMF) training module which 
will be released later in 2019 as part of a suite of governance module 
training. 

4.15 During 2018/19 the Risk Owners Group agreed to develop a meaningful risk 
appetite statement. The risk appetite statement will define the appetite for 
risk taking and will define agreed levels of tolerance to ensure the Council 
develops appropriate risk mitigation strategies and systems of control. Work 
in 2018/19 has looked at risk appetite statements from other authorities and 
the NHS with further work planned in 2019/20.  

4.16 The Council’s Risk Management Policy, Process Guide, and Toolkit are 
dated 2015-18. It was planned to update these during 2018/19 but this has 
not happened due to re-prioritisation of workloads, but the Council has 
recognised the need to update and refresh its risk management policy and 
guidance in 2019/20.   

Governance 

4.17 The Council has a Constitution in place. This is reviewed on an ongoing 
basis by the Constitutional Review Group with any changes to specific parts 
of the Constitution approved by the full Council.  
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4.18 The Constitution includes a suite of documents setting out the governance 
arrangements in place for decision making, standards of conduct, rules and 
procedures and policies and protocols. The Constitution includes Codes of 
Conduct setting out expectations of members and officers, an Anti-Fraud, 
Bribery and Corruption Policy and Whistleblowing policy. 

4.19 Arrangements are in place to engage with stakeholders and partners 
through a combination of joint working arrangements, partnership boards 
and the annual appointment to external organisations including local NHS 
bodies and neighbourhood forums. 

4.20 The Council has in place a Business Assurance Framework (BAF) with 
quarterly reporting to the Corporate Management Team (CMT). This 
provides assurance over 14 business activities across the Council, and 
where necessary, helps identify next steps in improving assurance and 
shows action agreed by CMT.  

4.21 The Council also has a Local Code of Corporate Governance 2018-22 in 
place. The Council refreshed its Local Code of Governance in 2018 to align 
with the CIPFA / SOLACE publication; Delivering Good Governance in Local 
Government which was updated in 2016. 

4.22 During 2018/19 officers have been working on a ‘Governance Project’ which 
will provide module based information and guidance on key governance 
areas. This will go live in 2019/20 and will include e-based training on the 
suite of governance modules. 

4.23 In our 2017/18 Annual Report we highlighted that management had 
developed an action plan to address concerns we raised in 2016/17 around 
operational risk management, performance management and maintenance 
of policies, protocols, strategies and procedures. Last year we reported a 
number of developments had been put in place and further work has been 
undertaken in 2018/19. A draft report on progress against the action plan 
was reported to CMT on 24 April 2019.   

Internal Control 

4.24 Based on the 33 completed reviews there are 67% which have received a 
substantial or reasonable rating. If we included the 11 reports issued in draft 
there are 64% which have received a substantial or reasonable rating.  

4.25 Of the 37 risk based audit completed, or at draft report stage, 24 received 
reasonable or partial assurance (65%), whilst 13 resulted in partial or limited 
assurance (35%). This shows a slight improvement on 2017/18 outcomes 
where 59% received substantial or reasonable assurance.  

4.26 We have completed 10 follows up and the outcome of audit follows ups has 
shown that 7 have improved assurance ratings with 6 (60%) of these now 
receiving a reasonable assurance rating. The other 4 follow ups remained at 
their original assurance ratings (3 partial and 1 limited). 
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Internal Audit Opinion 2018/19 

4.27 I am satisfied that sufficient audit work has been undertaken to allow me to 
provide an opinion on the adequacy and effectiveness of the Council’s risk 
management, governance and internal control. 

4.28 One issue has been identified in respect of a threat to Internal Audit’s 
independence. The Group Audit Manager is a friend, and ex-colleague, of 
the Senior Manager – Pensions and Financial Services. They may well 
separately attend the same events as part of a wider group of friends. This 
creates a perceived threat of independence, and this has been mitigated by 
putting in place safeguards, including the Group Audit Manager having no 
audit involvement with areas such as pensions and treasury management 
with any audit work in these areas managed by one of the Audit Managers. 
This safeguard means the remaining perceived threat to independence and 
objectivity is low.                          

4.29 Audit Opinion statements available to me using the agreed Internal Audit 
reporting methodology are: 

 Substantial Assurance – there is a sound framework of governance, 

risk management and internal control and the outcomes of internal audit 

work during the year have confirmed that controls and governance 

arrangements are operating effectively. 

 

 Reasonable Assurance - there is a reasonable system of internal 

control in place which should ensure that objectives are generally 

achieved, but some issues have been raised which may result in a 

degree of risk exposure beyond that which is considered acceptable. 

 

 Partial Assurance - the systems of governance, risk management and 

internal control designed to achieve the Council’s objectives is not 

sufficient. Some areas are satisfactory but there are an unacceptable 

number of weaknesses which have been identified and the level of non-

compliance and / or weaknesses in the system of governance and control 

puts the Council’s objectives at risk. 

 

 Limited Assurance - Fundamental weaknesses have been identified in 

the systems of governance, risk management and internal control 

resulting in the control environment being unacceptably weak and this 

exposes the Council’s objectives to an unacceptable level of risk. 

4.30 My opinion is that I can provide reasonable assurance over the adequacy 
and effectiveness of the systems for governance, risk management and 
internal control operated by the Council in 2018/19. 
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Basis of the Opinion 

4.31 The opinion is based on the work undertaken by internal audit during the 
year which was based on the audit plan approved by Audit & Assurance 
Committee in March 2018. 

4.32 I am satisfied that there has been sufficient coverage to allow me to provide 
an opinion.   

4.33 The audit plan is prepared using a risk based approach designed to provide 
assurance over the areas considered to be of highest risk to the Council.   

Internal Audit Coverage and Outcomes 

4.34 The audit plan for 2018/19 was approved by the Audit & Assurance 
Committee on 20 March 2018 following agreement at Corporate 
Management Team. The annual opinion is based on the audits completed, 
and in draft, from the plan at 31 May 2019 and includes work from the 
2017/18 plan where reports were finalised after the 2017/18 audit opinion 
was prepared.  

4.35 The table below shows the outcomes of the finalised and draft audit reports 
at 31 May 2019, including the 7 schools audits. 

 

Assurance level Completed 
reviews 

Draft reports Completed and 
Draft reviews  

Substantial 4 0 4 

Reasonable 18 6 24 

Partial 7 5 12 

Limited 4 0 4 

TOTAL 33 11 44 

 

4.36 The annual opinion is based on the outcomes of 33 completed reviews and 
11 reports issued in draft. This represents 71% of the planned work for the 
year and is considered sufficient to provide an audit opinion. This increases 
to 74% if we add in the two audit reviews which were not scored. 
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4.37 The table below shows the outcomes of the finalised and draft audit reports 
at 31 May 2019, across the directorates. 

 

Assurance level Completed 
reviews 

Draft reports Completed and 
Draft reviews  

People 17 4 21 

CC&CS 7 1 8 

Economy & 
Infrastructure 

6 3 9 

CFRS 2 0 2 

Finance 1 3 4 

TOTAL 33 11 44 

 

4.38 The 2017/18 Annual Internal Audit Report made reference to the lack of 
coverage in what was known as the ‘Health Care and Communities 
Directorate’ where we had only been able to finalise one risk based audit. I 
am pleased to report that for 2018/19 we have had a good level of coverage 
across the 5 directorates as shown in the table above. 

4.39 In our update report in March 2019 we identified that we hoped to have 
completed, to at least draft report stage, around 55 reviews by the 31 May 
2019. In addition to the 44 reviews, completed and at draft report stage, and 
the two reviews which were not scored, we have also a further 9 reviews at 
the various stages of fieldwork. There are several reasons why these have 
not been completed at 31 May 2019 including one member of staff on long 
term sick since our quarter 3 update report, reprioritising work between the 
Council and Cumbria Police so that we could give our annual opinion at all of 
the shared services, and delays in getting information and responses. We 
will continue to closely monitor the delivery of internal audit work. 

4.40 In addition to the 44 reviews shown in the tables above we have also 
completed the following other work including: 

 Review of operational risks management arrangements 

 Review of progress on embedding the Amey Lessons Learned and ZM 
action plans 

 Certified various grants 

 Acting as the key contact and co-ordinator for the mandatory NFI 
exercise. 
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Statement of Conformance with the Public Sector Internal Audit Standards 

4.41 The risk based approach has been designed to ensure all internal audit work 
is conducted in accordance with the Public Sector Internal Audit Standards 
(PSIAS). All audit work has been conducted in line with the agreed audit 
methodology and has been subject to Quality Assurance checks by internal 
audit management. 

Results of the Quality Assurance and Improvement Programme (QAIP) 

4.42 The Public Sector Internal Audit Standards require that the ‘Chief Audit 

Executive’ must develop and maintain a Quality Assurance and 

Improvement Programme (QAIP) that covers all aspects of the internal audit 

activity’. For the Shared Internal Audit Service the Chief Audit Executive is 

the Group Audit Manager. 

4.43 The QAIP is designed to provide assurance that the work of internal audit is 

undertaken in conformance with the Public Sector Internal Audit Standards. 

4.44 The PSIAS require that a Quality Assurance and Improvement Programme 

is in place to provide reasonable assurance that Internal Audit: 

 Performs its work in accordance with its Charter, which is consistent with 

the Public Sector Internal Audit Standards, Definition of Internal Auditing 

and Code of Ethics; 

 Operates in an effective and efficient manner; and  

 Is perceived by stakeholders as adding value and continually improving 

Internal Audit’s operations as well as contributing to the organisation 

achieving its objectives. 

4.45 The QAIP is documented in Appendix 4 and progress with the findings 
arising from the November 2017 External Quality Assessment is included as 
Appendix 5. 

 
Richard McGahon, Group Audit Manager 
4 June 2019 
  
 
APPENDICES 
 
Appendix 1: Summary of Final reports issued to 31 May 2019 

Appendix 2: Progress on completion of planned work 2018/19 

Appendix 3: Internal audit performance measures 

Appendix 4:     Quality Assurance and Improvement Programme 

Appendix 5: External Quality Assessment (EQA) findings update 
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IMPLICATIONS 
 
Staffing: none 
Financial: none 
Property: none 
Electoral Division(s): none 

 

 

 

Executive Decision  No* 

 

Key Decision  No* 

 

If a Key Decision, is the proposal published in the current Forward Plan?   N/A* 

 

Is the decision exempt from call-in on grounds of urgency?  No* 

 

If exempt from call-in, has the agreement of the Chair of the relevant 
Overview and Scrutiny Committee been sought or obtained? 

  N/A* 

   

 

Has this matter been considered by Overview and Scrutiny? 
If so, give details below. 

 No* 

  

 

 
PREVIOUS RELEVANT COUNCIL OR EXECUTIVE DECISIONS 
[including Local Committees] 
 
No previous relevant decisions 
 
 
CONSIDERATION BY OVERVIEW AND SCRUTINY 
 
Not considered by Overview and Scrutiny 
 
 
BACKGROUND PAPERS 
 
No background papers 
 
Contact: Richard McGahon, Group Audit Manager 
Richard.mcgahon@cumbria.gov.uk 
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Audit Review 
Assurance 

Level 

Recommendation Priority 

Summary of key outcomes and recommendations High Medium Advisory 

PEOPLE DIRECTORATE 

St Cuthbert’s 
Catholic Primary 
School (E5, 99 
pupils) 

Reasonable 

 

0 8 2 Details previously reported to the Audit and Assurance Committee 
meeting on 17 September 2018. 

Hawkshead 
Esthwaite Primary 
School 

(Chequebook, 52 
pupils) 

Limited 4 14 2 Details previously reported to the Audit and Assurance Committee 
meeting on 17 September 2018. 

Alston Moor 
Federation 

(Chequebook, 216 
pupils) 

Limited 3 7 2 Details previously reported to the Audit and Assurance Committee 
meeting on 11 December 2018. 

Newtown Primary 
School 

(Chequebook, 108 
pupils) 

Reasonable 0 4 6 Details previously reported to the Audit and Assurance Committee 
meeting on 11 December 2018. 

Children with 
complex needs 

Partial 4 6 1 Details previously reported to the Audit and Assurance Committee 
meeting on 11 December 2018. 
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Audit Review 
Assurance 

Level 

Recommendation Priority 

Summary of key outcomes and recommendations High Medium Advisory 

Follow up - 
Transition from 
Children’s Services 
to adulthood 

Partial 2 0 0 Details previously reported to the Audit and Assurance Committee 
meeting on 11 December 2018. 

Follow up - 
Safeguarding Hub 

Reasonable 0 5 0 Details previously reported to the Audit and Assurance Committee 
meeting on 11 December 2018. 

Extra Care Housing 
Grant Allocation 
Process 

Substantial 0 3 0 Details previously reported to the Audit and Assurance Committee 
meeting on 11 December 2018. 

Follow up - Periodic 
Payments to 
external providers 

Partial 1 2 0 Details previously reported to the Audit and Assurance Committee 
meeting on 11 December 2018. 

Early Help 0-12 Partial 2 5 1 Details previously reported to the Audit and Assurance Committee 
meeting on 11 December 2018. 

Department for 
Education 30 hours 
delivery support fund 

Grant 
certified 
August 2018 

N/A N/A N/A Details previously reported to the Audit and Assurance Committee 
meeting on 11 December 2018. 

Foster carer 
recruitment 

Reasonable 0 3 0 Details previously reported to the Audit and Assurance Committee 
meeting on 14 March 2019.  

John Ruskin School 

(Chequebook, 171 
pupils) 

Limited 4 8 6 Details previously reported to the Audit and Assurance Committee 
meeting on 14 March 2019. 
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Audit Review 
Assurance 

Level 

Recommendation Priority 

Summary of key outcomes and recommendations High Medium Advisory 

Bewcastle School 

(Chequebook, 18 
pupils) 

Reasonable 0 6 4 Details previously reported to the Audit and Assurance Committee 
meeting on 14 March 2019. 

Pathway to Care / 
Edge of Care 

Reasonable 0 2 2 Details previously reported to the Audit and Assurance Committee 
meeting on 14 March 2019. 

Nelson Thomlinson 
School 

(Chequebook, 1,250 
pupils) 

Reasonable 0 9 2 Details previously reported to the Audit and Assurance Committee 
meeting on 14 March 2019.  

Better Care Fund – 
Section 75 
agreements 

Reasonable 0 2 2 Details previously reported to the Audit and Assurance Committee 
meeting on 14 March 2019. 

Apprenticeship 
Programme 

Substantial 0 0 2 Details previously reported to the Audit and Assurance Committee 
meeting on 14 March 2019.  

CORPORATE CUSTOMER AND COMMUNITY SERVICES DIRECTORATE 

Digital Transition Partial 2 8 0 Details previously reported to the Audit and Assurance Committee 
meeting on 11 December 2018. 

Follow up - 
Employee Expenses 
(2016/17) 

Limited 5 3 1 Details previously reported to the Audit and Assurance Committee 
meeting on 11 December 2018. 
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Audit Review 
Assurance 

Level 

Recommendation Priority 

Summary of key outcomes and recommendations High Medium Advisory 

Employment Fraud Reasonable 0 3 1 Details previously reported to the Audit and Assurance Committee 
meeting on 14 March 2019. 

Blue Badge Fraud Partial 2 4 1 Details previously reported to the Audit and Assurance Committee 
meeting on 14 March 2019. 

Payroll Substantial 0 0 1 Only 1 advisory recommendation in the report.  

Social Media Reasonable 0 4 1 Medium priority recommendations were made in the following areas: 

 The Social Media Policy sets out that breaches will be managed in 
line with the Information Security Incident Management Policy. 
However, this document is not included on the Information Security 
Policies page of Intouch.  

 Compliance with the Visual Brand and Communications Guidelines 
cannot be demonstrated for setting up new social media accounts.   

 Arrangements for the removal of access to social media accounts 
for employees leaving the Council have not been defined and 
communicated.       

 Management have not formally defined and documented their 
requirements in respect of social media monitoring activity. 
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Audit Review 
Assurance 

Level 

Recommendation Priority 

Summary of key outcomes and recommendations High Medium Advisory 

Amey Lessons 
Learned 

Position 
statement – 
arrangements 
as at 31 
March 2019 

N/A N/A N/A This scope of this work was for Internal Audit to assess whether the 
Amey Lessons Learned Action Plan, and the Zurich Municipal (ZM) 
Action Plan, had been implemented to the extent of the RAG rating 
given by management as at 31 March 2019. We worked alongside the 
Senior Manager – Corporate Procurement & Contract Management 
and the Senior Risk Officer to agree a final position. 

Amey Lessons Learned Action Plan 

With regard to the tasks in the Amey Action Plan, the officer joint 
assessment found the following:                                                          

 GREEN – 31 (81.6%)    

 AMBER – 7 (18.4%)     

 RED - none   

The review of the Amey Action Plan also includes several 
recommendations and advisory comments by Internal Audit to refine 
and improve current arrangements. The recommendations included: 

 deciding what ‘additional information’, beyond the standard 
information, is to be recorded on the contracts system  

 refining the BRAG template to include standing items on ‘capacity 
and capability’ and ‘data quality’ so that positive assurance is 
always provided on these areas  

 ensuring that DMT minutes clearly record whether any matters 
identified in BRAGs need escalated to CMT 
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Audit Review 
Assurance 

Level 

Recommendation Priority 

Summary of key outcomes and recommendations High Medium Advisory 

Amey Lessons 
Learned (Cont’d) 

Position 
statement – 
arrangements 
as at 31 
March 2019 

N/A N/A N/A The advisory comments included: 

 ensuring all BRAGs completed to the required standard  

 deciding whether BRAG risk scores should document both impact 
and likelihood as well as an overall risk score   

 providing guidance on what is to be included in comments box for 
KPIs. 

ZM Action Plan 

With regard to the tasks in the ZM Action Plan, the officer joint 
assessment found the following:                                                          

 GREEN – 12 (75.0%)    

 AMBER – 3 (18.8%)     

 RED – 1 (6.2%) 

The review of the ZM Action Plan included two recommendations and 
two advisory comments. The recommendations included: 

 Executive Directors to consider the recommendations and advisory 
comments, made by Internal Audit, to improve the BRAG reports. 
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Audit Review 
Assurance 

Level 

Recommendation Priority 

Summary of key outcomes and recommendations High Medium Advisory 

Amey Lessons 
Learned (Cont’d) 

Position 
statement – 
arrangements 
as at 31 
March 2019 

N/A N/A N/A  The risks on the CNDR contract should be reviewed quarterly and 
formulated into the Council's corporate risk register format. Each 
risk should have:     

o a named individual responsible for that risk  
o document controls in place to help mitigate the risk. 

 

The advisory comments included: 

 Ensure that if a contract has been extended that this information is 
included and relevant dates amended in the next update of the 
Pipeline 

 The Council could provide further clarity / qualitative and 
quantitative examples to assist people in determining whether a 
contract is significant or not. 
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Audit Review 
Assurance 

Level 

Recommendation Priority 

Summary of key outcomes and recommendations High Medium Advisory 

ECONOMY AND INFRASTRUCTURE DIRECTORATE 

Winter resilience Reasonable 0 4 0 Details previously reported to the Audit and Assurance Committee 
meeting on 11 December 2018. 

Concessionary travel 
(counter fraud 
arrangements) 

Reasonable 0 1 0 Details previously reported to the Audit and Assurance Committee 
meeting on 11 December 2018. 

Bus Service 
Operators Grant 
(BSOG) 

Grant 
certified 
September  
2018 

N/A N/A N/A Details previously reported to the Audit and Assurance Committee 
meeting on 11 December 2018. 

Department for 
Transport Safer 
Roads Fund 

Grant 
certified 
September  
2018 

N/A N/A N/A Details previously reported to the Audit and Assurance Committee 
meeting on 11 December 2018. 

Bridge inspections 
follow up 

Reasonable 0 2 1 Details previously reported to the Audit and Assurance Committee 
meeting on 14 March 2019. 
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Audit Review 
Assurance 

Level 

Recommendation Priority 

Summary of key outcomes and recommendations High Medium Advisory 

Programme 
Management 
(Capital Programme) 

Reasonable 0 6 0 Medium priority recommendations were made in the following areas: 

 There are occasions when contracts for property maintenance / 
improvement are procured through open tender when an existing 
framework is already in place, and the compelling legal or financial 
reasons for doing so are not formally documented and authorised. 

 Key risks associated with framework agreements are not subject to 
formal consideration and documentation. 

 The current letter of delegated authority is due for review and does 
not wholly align to the Council’s Procurement Rules. 

 The Framework Agreement process flowcharts and mini-tender 
guidelines are not entirely followed in practice. 

 Documents are not always filed in a logical order and there is a lack 
of clarity over which documents should be retained in line with 
corporate guidance. 

 Information required by Corporate Procurement and Contracts 
Management is not always provided in full or not supplied on a 
timely basis 
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Audit Review 
Assurance 

Level 

Recommendation Priority 

Summary of key outcomes and recommendations High Medium Advisory 

Follow up - 
Highways Supply 
Chain (Operated 
Plant) 

Partial 2 2 0 The assurance level has remained as partial, the same as the original 
report. The previous audit made 9 recommendations of which 2 
recommendations have been implemented, 2 have been partially 
implemented and 5 recommendations have not been actioned, 2 of 
which were high priority. The outstanding recommendations have been 
combined into new recommendations giving the 4 audit 
recommendations highlighted in the follow up report. 

High priority recommendations in the follow up report were made in the 
following areas: 

 Operated plant procedures not always complied with and overall 
non-compliance cannot be easily monitored.   

 KPI information is not always accurate and guidance documents in 
respect of the KPI process are not always followed. 

Medium priority recommendations in the follow up report were made in 
the following areas: 

 Arrangements not in place for management to be assured that the 
quality of operated plant is in accordance with the terms and 
conditions of the framework. 

 Operated plant requisitions can be authorised outside some 
managers’ areas of responsibility because the e-procurement 
scheme of delegation doesn’t fully reflect the highways structure. 
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Audit Review 
Assurance 

Level 

Recommendation Priority 

Summary of key outcomes and recommendations High Medium Advisory 

Follow up - Coroners  Reasonable 0 2 0 The assurance level has improved from partial to reasonable as the 
high priority recommendations has been successfully implemented and 
the two medium priority recommendations have been partially 
completed. 

Follow up - Parking 
enforcement 

Reasonable 0 2 0 The assurance level has improved from partial to reasonable as the 
high priority recommendations has been successfully implemented and 
the two medium priority recommendations have been partially 
completed. 

CUMBRIA FIRE AND RESCUE SERVICE 

Follow up - Fire 
accident reporting 
and investigation 

Reasonable 0 2 1 Details previously reported to the Audit and Assurance Committee 
meeting on 17 September 2018. 

Prevent Strategy Reasonable 0 1 3 Details previously reported to the Audit and Assurance Committee 
meeting on 17 September 2018. 

Police and Crime 
Panel Grant 

Grant 
certified June 
2018 

N/A N/A N/A Details previously reported to the Audit and Assurance Committee 
meeting on 17 September 2018. 
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Audit Review 
Assurance 

Level 

Recommendation Priority 

Summary of key outcomes and recommendations High Medium Advisory 

FINANCE DIRECTORATE 

Operational Risk 
Management 

Position 
statement – 
arrangements 
2017 

N/A N/A N/A Details previously reported to the Audit and Assurance Committee 
meeting on 11 December 2018. 

Pensions – data 
quality 

Substantial 0 0 0 Details previously reported to the Audit and Assurance Committee 
meeting on 14 March 2019.  
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Directorate / Audit type Audit Planned 
days 

Stage Assurance 
level 

COMPLETION OF WORK IN PROGRESS FROM PREVIOUS YEAR 
PLANS (INCLUDES 3 ASSIGNMENTS NOT STARTED IN 2017/18) 

65 – COMPLETION OF WORK IN 
PROGRESS 

55 – AUDITS NOT STARTED IN 
2017/18 

 

Children & Families Early Help (0-12)  Completed  Partial 

Corporate Review Risk Management  Completed  Position 
Statement 

Health & Care Services Financial arrangements for Learning 
Disabilities 

 Draft report issued October 
2018, meeting held on 5 
Feb 2019 to discuss report. 
Written response received 
from management. 

 

Children & Families Children with Complex Needs  Completed Partial 

Schools St Cuthbert’s Catholic Primary, Carlisle  Completed  Reasonable 

Economy & Highways Winter Resilience  Completed  Reasonable 

Health, Care & Communities Direct Payments / Individual service funds  Draft report issued April 
2018, meeting 5 Feb 2019 
to discuss report. Awaiting 
to agree officer 
responsibilities as changes 
in responsibilities for this 
service area. 
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Directorate / Audit type Audit Planned 
days 

Stage Assurance 
level 

Health, Care & Communities Allocation of Personal Budgets  Fieldwork completed, 
Findings meeting held 9 
May 2019. Further meetings 
to be held to obtain 
additional information. 

 

Resources & Transformation Digital Transition  Completed  Partial 

AUDITS NOT STARTED IN 2017/18 BROUGHT FORWARD   

People / Corporate, Customer, 
Community 

Homecare commissioning (16/17 c/f) 20 Draft report issued 12 April 
– Closeout meeting 18 June 
2019 

 

People Controcc (17/18 c/f) 15 Scope agreed but start of 
audit initially deferred due to 
key staff absence. Line 
management responsibility 
now changed to AD – 
Organisational Change 
whom Internal audit has 
contacted to agree revised 
start date.  

 

Economy & Infrastructure Highways operational Delivery (17/18 c/f) 20 To be completed as part of 
the 2019/20 audit plan. 

 

2018/19 PLAN  

Corporate / cross cutting Organisational Culture 25 Not started - focus of this 
work was to be around 
compliance with the 
constitution in relation to 
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Directorate / Audit type Audit Planned 
days 

Stage Assurance 
level 

decision making and 
member / officer roles and 
responsibilities. Renamed 
‘Decision making within the 
Council’ and included in the 
2019/20 audit plan. 

Corporate / cross cutting Complaints 10 Not started - policy, 
procedures and system to 
record complaints were are 
still under review in 2018/19 
so carried forward and 
included in 2019/20 audit 
plan. 

 

Corporate / cross cutting Follow up of  2017/18 action plan Lessons 
Learned review of Amey 

10 Completed Position 
Statement 

Cross cutting Compliance Business Assurance Framework 20 Audit work on Business 
Assurance will now be 
covered in the review of 
Performance & Risk 
Management Framework. 

 

Corporate - Counter Fraud Social Care 10 Not started.  

Corporate - Counter Fraud Employment Fraud 10 Completed Reasonable 

Corporate - Counter Fraud Blue Badge Fraud 10 Completed Partial  

Children & Families Services Foster Carer Recruitment 15 Completed Reasonable 

Children & Families Services Pathway to Care / Edge of Care 20 Completed Reasonable 
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Directorate / Audit type Audit Planned 
days 

Stage Assurance 
level 

Children & Families Services Cumbria Local Safeguarding Children 
Board (Data Quality) 

10 Not started - re-focused 
review on corporate 
performance information 
arrangements as part of a 
new audit in the 2019/20 
audit plan. 

 

Children & Families Services Monitoring of Standards in Schools 10 Draft report issued 23 May 
2019. 

 

Children & Families Services Adoption Services 20 Not started - Audit to be 
deferred to 2019/20 audit 
plan as new Regional 
Adoption Agency not yet 
established. 

 

Children & Families Services School Audits (see details below)  60 See below  

 Newtown Primary   Completed  Reasonable 

 Alston Moor Federation  Completed Limited 

 John Ruskin  Completed Limited 

 Nelson Thomlinson  Completed Reasonable 

 Hawkshead Esthwaite  Completed Limited 

 Bewcastle  Completed Reasonable 

Fire & Rescue Prevent Strategy 10 Completed Reasonable 

Fire & Rescue Business Continuity Planning 20 Draft report issued 29 May 
2019. 

 

Economy & Highways Developer Contributions (was Section 106 15 Not started - agreed not to  
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Directorate / Audit type Audit Planned 
days 

Stage Assurance 
level 

contributions) start until S38 Agreements 
follow up completed so 
carried forward to 2019/20 
audit plan.  

Economy & Highways External Funding 20 Draft report issued 29 May 
2019 

 

Economy & Highways Planned Maintenance 20 Fieldwork  

Economy & Highways Programme Management (Capital 
Programme) 

20 Completed Reasonable 

Economy & Highways Highways Information Management 
System (HIMS) 

20 Draft report issued 29 May 
2019 

 

Economy & Highways Recording of Driver Hours 10 Draft report issued 17 April  
2019 

 

Health Care & Communities Reablement 20 Not started - re-risk 
assessed and have merged 
this with Homecare / 
Delayed Transfer Of Care 
review to be one new audit 
in the 2019/20 audit plan. 

 

Health Care & Communities Homecare / Delayed Transfer Of Care 
Action Plans 

20 Not started - re-risk 
assessed and have merged 
this with Reablement review 
to be one new audit in the 
2019/20 audit plan. 

 

Health Care & Communities Better Care Fund – Section 75 Agreement 20 Completed Reasonable 
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Directorate / Audit type Audit Planned 
days 

Stage Assurance 
level 

Health Care & Communities Arrangements for service users with 
additional needs 

20 Fieldwork  

Health Care & Communities Extra Care Housing Grant Allocation 
Process 

10 Completed Substantial 

Health Care & Communities Safeguarding Procedures (Adults) 20 Not started - delayed due to 
proposed changes in adults 
safeguarding arrangements. 
Re-risk assessed and 
carried forward into 2019/20 
audit plan. 

 

Health Care & Communities Deprivation of Liberty Safeguards 20 Fieldwork   

Resources & Transformation Apprenticeship Programme 15 Completed Substantial 

Resources & Transformation General Data Protection Regulation 
(GDPR) 

20 Fieldwork   

Resources & Transformation Cyber risk (monitoring of systems) 15 Draft report issued 25 April 
2019 

 

Resources & Transformation Social Media 10 Completed Reasonable 

Resources & Transformation Performance & Risk Management 
Frameworks 

15 Draft report issued 22 May 
2019. 

 

Financial System audit Main accounting system (compliance 
audit) 

10 Draft report issued 25 April 
2019 

 

Financial System audit Pensions (compliance audit) 15 Completed Substantial 
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Directorate / Audit type Audit Planned 
days 

Stage Assurance 
level 

Financial System audit Payroll (compliance audit) 10 Completed Substantial 

Contract Audit To be selected from corporate list of 
significant contracts 

15 Fieldwork - selected 
contract is CNDR with 
Connect Roads – Findings 
meeting held 28 March 
2019. Awaiting final 
information before issuing 
draft report.  

 

Follow up Audits  Follow up provision (see below)  100   

Follow up (Brought forward 
from 2017/18 plan)  

Transition from Children’s Services to 
Adulthood (2015/16) 

 Completed  Partial 

Follow up (Brought forward 
from 2017/18 plan)  

Highways Area Offices (2015/16)  Request for Management 
Update reissued July 2018 
and again on 9 April 2019. 

 

Follow up (Brought forward 
from 2017/18 plan)   

Concessionary Travel (2016/17)  Completed Reasonable 

Follow up (Brought forward 
from 2017/18 plan)  

Social Work Practice (2016/17)  Fieldwork  

Follow up (Brought forward 
from 2017/18 plan)  

Learning Disabilities Pooled Fund 
(2015/16) 

 Not started – full audit of 
new arrangements to be 
undertaken as part of 
2019/20 audit plan. 

 

Follow up (Brought forward 
from 2017/18 plan)  

Multi-Agency Safeguarding Hub (2015/16)  Completed Reasonable 
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Directorate / Audit type Audit Planned 
days 

Stage Assurance 
level 

Follow up (Brought forward 
from 2017/18 plan)   

Periodic Payments to external providers 
(2016/17) 

 Completed 

 

Partial 
(previously 
limited) 

Follow up Follow up - Highways supply chain  Completed Partial 

Follow up Follow up - Fire accident reporting  Completed Reasonable 

Follow up Follow up – Section 38 agreements  Management update 
statement requested. 

 

Follow up Follow up - Care Act Implementation 
(2015/16) 

 Fieldwork  

Follow up Follow up - Employee Expenses (2016/17)  Completed  

 

Limited 

Follow up Follow up - Early Help (0-12)  Not started - original audit 
only finalised in October 
2018 and subsequently 
advised of major restructure 
in this area in 2019/20 so 
agreed to reschedule as 
new audit in 2020/21 audit 
plan. 

 

Follow up Follow up - Bridge Inspections  Completed Reasonable  
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Directorate / Audit type Audit Planned 
days 

Stage Assurance 
level 

Follow up Follow up - Ethical Policies  Not started - Internal audit 
involved in developing 
improvements in this area. 
Follow up to be undertaken 
as part of the 2019/20 audit 
plan once improvements are 
embedded. 

 

Follow up Follow up - Emergency Duty Team (EDT)  Not started - deferred 
pending restructuring in 
EDT. Subsequently advised 
of further restructure so re-
risk assessed and will be 
new full audit in 2019/20 
audit plan. 

 

Follow up Follow up - ICT Strategy  Fieldwork - Management 
Update statement 

 

Follow up Follow up - ICT Projects  Not started.  

Follow up Follow up - ICT service continuity  Management update 
statement received but 
actions not complete so 
agreed to carry forward and 
follow up in 2019/20 audit 
plan.  
 

 

Follow up Follow up - Coroners  Completed Reasonable 

Follow up Follow up - Parking Enforcement  Completed Reasonable 
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Directorate / Audit type Audit Planned 
days 

Stage Assurance 
level 

Follow up Quality assurance over care provision  To be followed up as part of 
the 2019/20 audit plan. 

 

Follow up Follow up - Health & Safety  Request for Management 
Update Statement and 
reminders issued. 

 

Follow up Children’s Services Social Worker 
recruitment and retention 

 Not started - management 
update statement received 
but actions not complete so 
agreed to carry forward and 
follow up in 2019/20 audit 
plan. 

 

Grants     

Children & Families Services Focus Families grant claims 10 Internal Audit attending one 
PBR meeting each quarter. 

       

 

Other Grant Claims – See below  
(Allocation for all claims received in 
year) 

25   

 Police and Crime Panel  Completed  

 Bus Service Operators Grant (BSOG)  Completed  

 Department for Transport Safer Roads 
Fund 

 Completed  

 Department for Education 30 hour delivery 
support fund  

 Completed  
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Directorate / Audit type Audit Planned 
days 

Stage Assurance 
level 

Corporate National Fraud Initiative 40 2016/17 exercise complete 

2018/19 exercise in 
progress 

 

Project Support Allocation for projects arising in-year  
(to include Data Centre Migration and e5) 

40 As required  

General Advice  20 As required  

 Summary report consolidating findings 
from all school reviews to March 2018 
 
 
 
 
 
Summary report consolidating findings 
from all school reviews in 2018/19. 
 

 Report issued June 2018 for 
the 3 years to 31 March 
2018 and presented to 
Schools Forum 16 January 
2019. Circulated to all 
schools via the Schools 
Portal in January 2019. 

Report issued May 2019 for 
the year to 31 March 2019. 

 

Liaison with 2nd line of defence colleagues to develop annual audit opinion 
on risk management arrangements as required by 2017 EQA report. 

15   

Management, planning, supervision 160   

Internal audit service development  40   

TOTAL DAYS AS PER AGREED PLAN 1,190   



 

 

34 
 

APPENDIX 3 – INTERNAL AUDIT PERFORMANCE MEASURES 
   

 

Measure Description Target Actual Explanations / remedial action required 

Completion of audit 
plan 

% of audits completed to draft / final report  90% 74% 46 reports out of 62 (includes 2 reviews not 
scored). 

Audit scopes 
agreed 

Scoping meeting to be held for every risk based 
audit and client notification issued prior to 
commencement of fieldwork. 

100% 100%  

Draft reports issued 
by agreed deadline 

Draft reports to be issued in line with agreed 
deadline or formally approved revised deadline 
where issues arise during fieldwork. 

70% 68%  

Timeliness of final 
reports 

% of final reports issued for corporate director 
comments within 5 working days of management 
response or closeout meeting (where no additional 
work required to be undertaken) 

90% 81%  

Recommendations 
agreed 

% of high / medium priority recommendations 
accepted by management 

95% 100%  

Assignment 
completion 

% of individual reviews completed to required 
standard within target days or prior approval of 
extension by audit manager. 

75% 38% Some audits are taking much longer than 
expected, particularly follow ups and shorter 
key controls audits introduced in 2018/19. 
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Measure Description Target Actual Explanations / remedial action required 

Quality assurance 
checks completed 

% of QA checks completed 100% 100%  

Customer 
Feedback 

% of customer satisfaction survey scoring the 
service as good. 

80% 81% Based on 12 questionnaires returned YTD. 

Chargeable time % of available auditor time directly chargeable to 
audit jobs. 

80% 79%  
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INTERNAL ASSESSMENTS (PSIAS ref: 1311) 

On-going reviews 
conducted through 

Elements 

Supervision of engagements  Work is allocated from the annual risk based plan by the internal audit management team across 
the shared service 

 Staff are involved in developing audit scope in conjunction with audit clients prior to 
commencement 

 Work is supervised to ensure that it complies with the approved methodology for carrying out an 
audit 

 Audit Manager / Principal Auditor attend close out meetings to support the auditor and ensure that 
key messages are relayed appropriately 

 Internal Audit reports signed off by Audit Manager 

 Audit reports with less than Reasonable Assurance subject to final review by Group Audit Manager 
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On-going reviews 
conducted through 

Elements 

Regular, documented review 
of working papers during 
engagements 

Audit Manager / Principal Auditor review each audit file to ensure: 

 The scope and objectives of the audit have been agreed with clients and adequately documented 
and communicated 

 Key risks have been identified 

 The audit testing strategy has been designed to meet the objectives of the audit and testing 
undertaken to the extent necessary to provide an audit opinion for each piece of work 

 Audit has been completed in a thorough, accurate and timely manner 

 The standard of working papers and evidence collected during the audit are in accordance with 
audit processes and procedures 

 The draft audit report fully reflects all findings from the audit and these are properly explained and 
practical recommendations made 

 The assurance rating is fully supported by the working papers and can be justified by the auditor 

 The audit has been completed within the time allocation 

 The audit report has been produced to a good standard in an accurate and timely manner 

 Training and development needs are identified through the review process. 

 Periodic reviews by the Group Audit Manager to ensure that the quality assurance process is being 
applied consistently. 
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On-going reviews 
conducted through 

Elements 

Audit manual containing all 
key policies and procedures 
to be used for each 
engagement to ensure 
compliance with applicable 
planning, fieldwork and 
reporting standards 

 Audit manual was fully refreshed during 2014/15. The manual contains the risk based audit 
methodology and key working papers, the code of ethics and performance measures for the shared 
internal audit service. 

 The audit manual is updated on an on-going basis as required.  

Feedback from customer 
survey on individual 
assignments 

 Customer feedback form in place and linked to performance measures for internal audit 

 Feedback form issued for all risk based internal audit assignments 

 Feedback from client satisfaction forms passed on to individual auditors.  Any areas identified for 
learning and development are taken forward 

 Any common issues are identified and action taken where necessary 

Analysis of performance 
measures established to 
improve internal audit 
effectiveness and efficiency 

 Monthly monitoring of performance measures by the audit management team 

 Feedback to individuals / teams as appropriate 

 Reporting to Audit and Assurance Committee on a quarterly basis. 

All final reports and 
recommendations are 
reviewed and approved by 
the Audit Manager 

 Formal sign off and issue of all final reports and recommendations by Audit Manager 

 Audit report template includes comments from Executive Director 
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Periodic reviews conducted 
through 

Elements 

Annual risk assessments for 
the purposes of annual audit 
planning 

 Annual risk assessment of audit universe as part of the planning process 

Annual assessment of 
Internal Audit’s 
conformance with its 
Charter, PSIAS with an 
improvement plan produced 
to address any areas of non-
conformance identified 

 Review of Charter for conformance 

 Annual completion of CIPFA checklist for assessing conformance with the PSIAS 

 Improvement plan produced to address areas of non-conformance.   

 Service development plan identifying actions for service improvement. 

Benchmarking with other 
Internal Audit service 
providers 

 CIPFA benchmarking 

 Networking at regional and national level by attending the following Heads of Internal Audit groups 
including the Local Authority Chief Auditors Network (LACAN – counties, mets and unitaries) and 
North West Chief Audit Executives (NWCAE – North West based local authorities)  

Quarterly reports to audit 
committees on progress 
with delivery of the audit 
plan 

 Preparation of progress report for each Audit and Assurance Committee and attendance by Group 
Audit Manager and / or Audit Manager. 
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Periodic reviews conducted 
through 

Elements 

Annual sign up to Code of 
Ethics by all internal audit staff 

 Signed declaration from all internal audit staff 

Annual completion of 
declaration of business  
interests from by all internal 
audit staff 

 Signed declaration from all internal audit staff 

 

 

EXTERNAL ASSESSMENTS (PSIAS ref: 1312) 

External Assessments will be carried out in accordance with the requirements of the PSIAS and reported to Joint Audit Committee as 
appropriate. 

The first External Quality Assessment was carried out in November 2017, in line with the requirement of the PSIAS to have an external 
assessment at least every five years.   
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REPORTING ON THE QUALITY ASSURANCE AND IMPROVEMENT PROGRAMME (PSIAS ref: 1320) 

The results of the quality assurance programme and progress against any improvement plans must be reported in the annual report. 

Internal Assessments – outcomes of internal assessments will be reported to the Audit and Assurance Committee on an annual basis; 

External Assessments – results of external assessments will be reported to the Audit and Assurance Committee and S151 officer at the 
earliest opportunity following receipt of the external assessors report.  The external assessment report was accompanied by a written 
plan in response to findings and recommendations contained in the report and was reported to Audit and Assurance Committee on 20 
March 2018. 

Follow up –  All audits receiving less than reasonable assurance will be followed up. Usually this will occur within six to twelve months of 
the original report being issued but will vary dependent on the agreed timescales for the recommendations to be implemented and any 
known implementation issues. The follow up approach has changed for 2019/20 as outlined in the 2019/20 Audit Plan.       
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Finding Action What we have done Status 

Nature of internal auditing (Standard 2100 Nature of internal audit work) 

Finding 1 

Risk based internal audit is most effective 
when the organisation has a clear definition of 
its strategic risks with detailed identification of 
the controls and monitoring arrangements 
designed to mitigate the risks to an acceptable 
level. From this it is then possible to match 
who is best placed to provide assurance 
mitigation is working (an assurance map 
based on the 3 lines of defence) to prevent 
gaps or duplication in assurance. The annual 
internal audit plan can then be derived from 
the assurance map and include review of 
those other forms of assurance.  

Our recommendations below are designed to 
achieve this objective and will further facilitate 
general conformance to professional internal 
auditing standards. However, we would ask 
the Audit & Assurance Committee to consider 
its overall aim for risk based auditing and how 
a risk based culture will be reinforced. 

 

Action 1 – Corporate Action 

A refresh of the Corporate Risk Register is in 
progress and will address the recommendation 
for greater clarity over mitigating actions. 

 

 

 

In the first quarter of 2018/19 
responsibility for the Risk and 
Performance Management functions 
transferred to the Director of Finance. 

In Q1 of 2018/19 for corporate risks new 
Corporate reporting template has been 
implemented with the aim of simplifying 
links between the causal factors of the risk 
and the key corporate and operational 
controls and measures in place to 
maintain or mitigate the risk.  

The new Corporate reporting template 
demonstrates both the current controls 
and measures in place and planned 
improvements for the following quarter. 

A new Risk Owners Group (ROG) was 
established in August 2018 in support of 
the Corporate Governance Group, with 
the aim of challenging and approving the 
quarterly risk register before presenting to 
CMT as well as embedding corporate and 
operational risk management standards of 
practise across all Directorates and 
business processes. 

 

Completed 
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Finding Action What we have done Status 

Coordination and reliance (Standard 2010 Planning – non-conformance) 

Finding 2 

We acknowledge the work within the wider 
Council to develop strategic risk management 
processes and the strategic business 
assurance framework. As part of this progress 
management should begin to map who is best 
placed to provide assurance that risk 
mitigation for strategic risks is reliable and 
working. Active participation by the Group 
Audit Manager to achieve a coordinated 
approach will help to maximise assurance 
resources and achieve conformance to the 
standard. 

 

Action 2 – Corporate Action 

The recommendation is supported and will be 
addressed within the strategic review of risk 
management arrangements.   

 

This was included in the 2018/19 Audit 
Plan which outlined in Appendix 2 – How 
Internal Audit Plan addresses risks in 
Corporate Risk Register. This showed 
how inspectorates and internal groups set 
up by management may be better placed 
to provide assurance.  

 

  

 

Completed 
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Finding Action What we have done Status 

Responsibilities regarding governance and risk management (Standard 2110 Governance and Standard 2120 Risk management – partial 
conformances) 

Finding 3 

The aim of the internal audit plan is to provide 
a broad range of assurance to enable the 
Board to deliver an annual statement of 
control. In support of this aim we suggest that 
the Group Audit Manager gives an annual 
opinion upon:  

a) The development of an effective risk 
culture and risk maturity through 
specific governance audits and risk 
management audits. 

b) The application of corporate risk 
management arrangements, including 
implementation of processes, 
management of emerging risks, and 
the effectiveness of training. 

c) The development of operational risk 
management based upon specific 
assessment of risk processes in 
individual audits. 

d) Progress towards assurance mapping 
and the coordination of assurance 
arising from specific assurance audits. 

 

Action 3 – Internal Audit action 

Provision has been included within the 
2018/19 audit plan for additional liaison with 
Risk Management colleagues to fulfil this 
requirement.  In addition, regular audits will 
continue to include an assessment of risk 
management arrangements where 
appropriate. 

 

 

 

 

Time was included in the 2018/19 audit 
plan for additional liaison with risk 
management colleagues. In addition we 
undertook a review of operational risk 
management to assess current 
arrangements. 

The annual opinion for 2018/19 will 
include specific commentary on the areas 
suggested. Work is underway to deliver 
the 2018/19 opinion. 

Time has been included in the 2019/20 
internal audit plan to report an opinion on 
risk management.  This will feature in all 
future audit plans. 

 

Ongoing. 

Annual opinion 
for 2018/19 will 
be delivered in 
June 2019 
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Finding Action What we have done Status 

Direct interaction with the Joint Audit & Standards Committee (Standard 1111 – partial conformance) 

Finding 4 

The recommendations above regarding 
coordination and planning will be challenging 
and we feel further interaction with the Audit & 
Assurance Committee, along with senior 
management consultation, is needed to 
explore how they will be delivered and 
monitored, particularly with regard to annual 
priorities. We note that the Group Audit 
Manager does not have private meetings with 
the Chair of the Audit & Assurance 
Committee. This is an important safeguard 
over independence which we recommend is 
implemented in advance of each Committee 
meeting. This is especially important as the 
Group Audit Manager is in the third tier of 
management whereas we would ordinarily 
expect the Head of Internal Audit to report 
direct to the top level of the management 
structure. 

 

Action 4 – Internal Audit action 

This action plan together with a longer term 
plan for the Internal Audit service will be 
reported to Audit & Assurance Committee on a 
regular basis to give clear oversight of the 
actions planned to further develop the service. 

Private meetings between the Group Audit 
Manager and the Chair of Audit & Assurance 
Committee will be re-introduced. 

 

Meetings held with Directorate 
Management Teams (DMTs) in January 
2019 to identify priorities for 2019/20 with 
ongoing discussions planned for later in 
the year. 

This update provides the Audit and 
Assurance Committee with progress on 
delivery of improvement actions identified 
through the EQA and the continuous 
improvement of the Shared Internal Audit 
Service. 

Private meetings between the Group Audit 
Manager and the Chair of Audit & 
Assurance Committee re-introduced. 

 

Ongoing 
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Finding Action What we have done Status 

Overall planning of audit assignments (Standard 2200 Engagement planning, Standard 2201 Planning considerations, Standard 2210 Engagement 
objectives, Standard 2220 Engagement scope – partial conformances) 

Finding 5 

Individual audits need closer alignment to 
specific risks (identified during the 
development of the audit plan) to reaffirm their 
specific purpose and include definition of the 
key risks and controls associated with that 
subject as opposed to reference to wider more 
generic risks. In some cases, this may prompt 
sessions with management so auditors can 
assess the adequacy of controls and 
monitoring as opposed to the current practice 
of internal audit documenting ‘expected 
controls’ in advance of the audit. 

We note the most successful audits involve 
consultation with senior managers as 
sponsors to fine tune and tighten the 
objectives and scope to specific risks and we 
encourage this practice. Realistic timetables 
need to be set for interviews, testing and 
reporting in advance with the sponsor to help 
the achievement of such targets.   

We also recommend the introduction of 
shorter 3 – 5 day specific reviews that focus 
on key controls within systems and 
procedures where risks and controls are 
known and established. 

Action 5 – Internal Audit action 

A project will be established to take this 
recommendation forward. Some audits within 
the 2018/19 audit plan have been included 
with the intention of focusing in on key controls 
(e.g. Social Media accounts, cyber risk, some 
counter-fraud audits and main financial 
systems). 

All audits have a scoping meeting with the 
Assistant Director to agree the scope. This will 
continue to be an important part of our audit 
process. 

We agree that some audits have taken too 
long to bring to conclusion, and we understand 
the reasons for these delays. All audits have a 
deadline that has been agreed with the client 
and these are monitored through regular one 
to one meetings.  We work consistently to 
ensure deadlines are met and to deliver audits 
in as short a timescale as possible. 

The audit plan for 2018/19 includes a number 
of shorter audits than in previous years.  We 
will continue to develop our approach during 
2018/19 with the aim of reducing these further 
if possible in 2019/20. 

 

As part of the continued development of 
the Shared Internal Audit service we have 
set up working group to review areas 
identified for development, including one 
looking at client engagement and scoping. 
Any changes to our approach will be 
piloted before roll out. 

The plan for 2018/19 included some 
shorter audits but these took longer than 
expected. As part of our continuing 
improvement work we have a working 
group looking at developing a framework / 
approach in which we do any future 
shorter audits. 

 

On-going 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

47 
 

APPENDIX 5 - EXTERNAL QUALITY ASSESSMENT (EQA) FINDINGS UPDATE 

Finding Action What we have done Status 

Use of resources (Standard 2030 Resource management – partial conformance) 

Finding 6 

The current audit methodology was developed 
when the team included staff with little or no 
experience of risk based internal auditing. This 
has resulted in several supervision points in 
the process with extensive documentation 
requirements. As a result many audits often 
overrun and audit managers do not have time 
available to undertake audit work.  

There is now the opportunity to review the 
audit methodology to streamline the process. 
For example, revisiting the documentation 
standards and supervision stages to reduce 
time spent on these activities. In doing so a 
target should be set to increase the number of 
days available to the plan, which may involve 
assigning more audits to the most senior audit 
managers thus ensuring the allocation of 
challenging audits to the most experienced 
people. 

Action 6 – Internal Audit action 

The risk based approach was a significant 
change in audit approach and a detailed 
methodology was appropriate at the time.  
Audit & Assurance Committee were briefed at 
the time about the changes and the challenges 
the new approach presented. 

The reasons for audits over-running are well 
understood by the Audit Management Team.  
These are varied and rarely a result of over-
supervision.   There are four key supervision 
stages in the audit process; scoping, initial risk 
assessment, controls and testing strategy and 
review of findings/draft report.  We consider 
these to be  essential in ensuring scope is 
agreed, focus is on appropriate risks/controls, 
testing is relevant and proportionate and 
findings are adequately supported and 
reflected fairly in report and opinion (as 
required under the PSIAS). 

We will review our audit approach during 
2018/19 to identify efficiencies in the process, 
including where appropriate the management 
and supervision stages. 

Audits are assigned according to skills, 
experience, development needs and 
availability of team members. 

 

Supervision points are in line with the 
PSIAS and are defined within the QAIP.   

We continually seek to identify efficiencies 
in the process whilst ensuring a quality 
product through management and 
supervision. 

As part of the continued development of 
the Shared Internal Audit service we have 
set up working groups to review areas 
identified for development, including client 
engagement and scoping, working papers 
format and reporting format. This will 
include assessing appropriate 
management and supervision stages.  

 

On-going 
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APPENDIX 5 - EXTERNAL QUALITY ASSESSMENT (EQA) FINDINGS UPDATE 

 

Finding Action What we have done Status 

Tracking audit recommendations (Standard 2500 Monitoring progress – partial conformance) 

Finding 7 

At present follow up of audit actions is limited 
to a single follow up of the agreed actions at 
the point in time where all High and Medium 
Priority recommendations are due to have 
been implemented. This may undermine the 
overall benefit of internal audit work. Once 
audit follow-up of partial or limited assurance 
assignments has been undertaken the 
responsibility for further progress reporting is 
handed over to management and there is a 
risk that some important issues may remain 
outstanding. We understand that senior 
managers in some areas have recognised this 
and have been initiating monitoring and 
reporting. We recommend management 
across the Council be asked to undertake 
such monitoring and that the Audit & 
Assurance Committee receive regular 
updates. 

 

Action 7 – Corporate Action 

Each directorate is responsible for tracking the 
implementation of agreed actions arising from 
internal audit reports. Business Managers 
maintain this information on behalf of each 
Corporate Director.   

A mechanism will be implemented to report 
this information to CMT and Audit & Assurance 
Committee on a six monthly basis. 

 

 

Internal Audit will continue to follow up all 
audits resulting in ‘Partial’ or ‘Limited’ 
assurance. However, in 2019/20 we will 
revise our approach. Directorates are 
responsible for monitoring the 
implementation of audit 
recommendations. Therefore, rather than 
following up all recommendations we will 
focus on high priority recommendations 
and seek assurance from the Directorates 
of action taken on medium priority 
recommendations. 

 

Ongoing 

 

 

 


